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Absence of personnel

Complicated user interface

Dial-up lines

Disposal or reuse of storage media without proper erasure
Inadequate network management

Inadequate or careless use of physical protection for the building, do
Inadequate recruitment procedures

Insufficient maintenance/faulty installation of storage media
Insufficient security training

Lack of audit-trail

Lack of care at disposal

Lack of documentation

Lack of effective change control

Lack of identification and authentication mechanisms like user authe
Lack of monitoring mechanisms
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Air conditioning failure

Airbomne particles/dust

Bomb attack

Communications infiltration

Damage to communication lines/cables
Deterioration of storage media
Earthquake

Eavesdropping

Environmental contamination (and other forms of natural or m
Extremes of temperature and humidity
Failure of communications semices
Failure of network components

Failure of power supply

Failure of water supply

Fire
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511 Information security policy document
51.2 Review of the information security policy
6 ORGANISATION OF INFORMATION SECU
6.1 INTERNAL ORGANISATION
6.1.1 Management commitment to information se
6.1.2 Information security co-ordination
6.1.3 Allocation of information security responsibi
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6.1.5 Confidentiality agreements
6.1.6 Contact with authorities
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6.1.8 Independent review of information security
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Audit, Investigations and Community Enterprise
Companies Act 2006
Computer Misuse Act 1990
Consumer Protection (Distance Selling) Regulat)
Copyright and Designs Act 1988
Data Protection Act 19938
Display Screen Equipment Directive (DSE)
Electronic Commerce (EC Directive) Regulations
Intellectual Property and Innovation Directorat
Interception of Communications Act 1985
Official Secrets Acts 1911-1989
Portable Appliance Testing (PAT)

ulation of P
The Disability Discri

n Act 1995 - Web Sit
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51 INFORMATION SECURITY POLICY Fully See Security Policy Document
Implemented

511 Information security policy An information security policy Fully See Security Policy Document
document document should be approved by Implemented
management, and published and
communicated to all employees and
relevant external parties.

5112 Review of the information The information security policy should Partially See Security Policy Document
security policy be reviewed at planned internvals or if Implemented
significant changes occur to ensure its
ing suitability, adequacy, and
effectiveness.

B ORGANISATION OF Fully See Security Policy Document
INFORMATION SECURITY Implemented
6.1 INTERNAL ORGAMISATION Fully See Security Policy Document

Implemented

L] 611 Management commitmenttc Management should actively support Fully See Security Policy Document

ﬁ information security security within the organisation Implemented

t through clear direction, demonstrated

o commitment, explicit assignment, and

'ﬁ acknowledgment of information

E‘ security responsibilities.

5 6.12 Information security co- Information security activities should Fully See Security Policy Document
ordination be co-ordinated by representatives Implemented

from different parts of the
organisation with relevant roles and
job functions.

613 Allocation of information All infarmaticn security Fully See Security Policy Document
security responsibilities responsibilities should be clearly Implemented
defined.
614 Authorisation process for A management authorisation process Fully See Security Policy Document
information security for new information processing should Implemented
responsibilities be defined and implemented.
615 Confidentiality agreements Requirements for confidentiality or O

non-disclosure agreements reflecting
the organisation's needs for the
protection of information should be
identified and regularly reviewed.

6.1.6 Contact with authorities Appropriate contact with relevant O
autherities should be maintained.

6.17 Contact with special interest  Appropriate contacts with special O
groups interest groups or other specialists
security forums and professional
associations should be maintained.
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18027002:2005 Risk Assessment

Physical Asset 250 E-Mail Server

Security Risk: 6 Offsite Backup and Mail Exchange Hosted Maiboxes using
Vaule 1 Enta DSL. Xeon Processor, Intel Server Board, 2Gb RAM, 2 x
80Gb Disks RAID1, 2 x 500Gb Disks RAID 1. 1P Address

10.10.1001
Computer Users

Installed Softvare Assets

D 53742412
Value 1
Name  Windows 2008 Server

374215
3
Exchangs Serwer 2007

SAT42403
1
Symantec Anti-Vrus Corporate W10

Vulnerabilities
Susceptibility of equipm ent to voltage varations

Single point of failure

Lack of effective change control

Uncontrolled downloading and using software

Stored Paper Assets

Installed Information Assets

Threats
Failure of power supply

Hardware failure

Failure of network com ponents

Software failure

M alicioug software (e.g. viruzes, worms, Trojan He

Network acce g by unauthorised persons
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